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Reform should not limited to MPs expenses:

there are major constitutional issues at stake.
Foreword to the 2007 Evidence

When | first produced this written evidence for theme Affairs Select Committee’s inquiry into
the Surveillance Society in 2007, | was concerfed & decision to use the ID Card database as a
general information resource for the public sewtas not scrutinised by Parliament. For me it was
a wake-up call; it showed how a Government coullibdeately avoid scrutiny on an issue as
mundane as “public administration”. This evidesb®ws that Government told Parliament one
thing but behind the scenes it did another, and Khaisterial statements to Parliament often
struggled to pass the minimum threshold of beirgpf®mical with the truth”.

These are a serious accusations and cannot beliglaitie hence the evidence necessarily has to
be detailed. It takes the form of a timeline — wBalvernment was planning and what Parliament
was told. If the politics of accountability, scmyi and debate over public policy cannot be
channelled through a Parliamentary process on gedulas mundane as "efficient public
administration”, how can Parliament assume it hapgxly scrutinised any other governmental
policy? There is wide-spread concern that Parli@riseno longer the focus of political and policy

debate; the evidence that follows goes a long walusstrate one reason why this is the case.

Readers who are interested in the wider privacy ceors should access

http://www.amberhawk.com/policydoc.aspnd down load the two articles entitled “Nine

principles for assessing whether privacy is pregdh a surveillance society” The articles have

been published in the academic press and explain:
Part 1: why the current framework of privacy préi@e in the UK is deficient.

Part Il: nine principles that rectify the problemdentified in Part 1 and promotes specific
improvements to the data protection/human rigtgsme.

Dr. Chris Pounder
Amberhawk Training Ltd
www.amberhawk.com May 2009
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" Appendix: timeline of the decision to use the
NIR as a population register.

(Written evidence to the inquiry into "The Impact o f Surveillance and Data
Collection upon the Privacy of Citizens and their R  elationship with the State™:
House of Lords Constitution Committee; session 2008 -2009)

Introduction

Al. When | gave oral evidence before the Home Adf&@elect Committee in its inquiry into the
draft ID Card Bill, | made the remark that a conffmesive public administration function should
not be "piggy-backed" onto the National Identitygid¢er(NIR), the name for the database
associated with the ID Card system, without a thghopublic debate as to the consequehdds
evidence | now lay before the Committee (in thigp@pdix) concerns how these plans were made
without effective scrutiny by Parliament and congréo a promise of a further round of public

consultation.

A2. For example, months before Constitution Comaeit Reports into the ID Card Bill (e.g. in
September 2004), the Home Secretary knew thatDh@drd had to be compulsory to realise the
public service efficiency savings if the NIR wasa@to serve as a population register (the diagram
on the next padewas produced by officials in July 2004). | am stinat if the Committee,
concerned as it was about the relationship betweerstate and individual, was aware of this
development, then it would have featured in the tdxts reports. | am also confident that the
Committee would have expected Ministers to refethts development in their submissions to the
Committee. However, for some reason the Commitied Parliament) was not informed of this
incorporation until the ID Card Act had been passénl law — even though this incorporation had

been established as Government policy before theédidl Bill had been printed in July 2005.

1 Q782, Fourth Report of Home Affairs Committee, figiCards, Session 2003-04, Volume II.

2 From CIPPB(04)22(produced July 2004) and irEhgineering and Technology(Nov. 2006)
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A population register

A3. The essential idea behind a population registénat all public authorities should be able to
exchange (i.e. update and download) basic pergtetalls via a central repository. By doing so,
the system creates connections between diversbad&s involved in such exchanges. There are
obvious efficiency savings to be made when such dharing is undertaken (e.g. the population
register negates the need for a national censusyetter the risks are also apparent if the
population register is associated with an audit which possesses an ability to enhance the link
between public sector sources of information asgediwith each citizen (e.g. tax, social security,
health, police, educatiohjand which is intended to extend to private seatformation (e.g.

opening a bank account, hire of a car).

A4. The decision to widen the use of the NIR tolude a population register fundamentally
changes the surveillance role of the NIR. No lonigethe purpose of the NIR limited to law
enforcement and security where a reason to ingevigh private and family life can be justified in
terms of security, crime or immigration. Becauseedtion 1(4) of the ID Card Act 2006 refers to
"the purpose of securing the efficient and effeefprovision of public services”, the efficiency of

rubbish or council tax collection could becomegitlmate reason for interference.

A5. The security implications are also differentbasic details from the NIR are potentially
accessible to hundreds of thousands of public s&va any public authority. The civil penalty of
not to keep the address details on the NIR couldi®eed as a civil penalty not to update any
public authority record (e.g. such authorities doudport those who fail to update address records
on the NIR). Who should run such a system alsoresaan issue for legitimate debate — should it
be the Home Office with its emphasis on securitgt annme, or the Office of National Statistics
(ONS) which has a public administration ethos andrusted by the public with respect to the

Census? It is important to note that all these tiues (and others) raise valid subjects of concern

3 See Sections 1(5)(i) and 3(4) of the Identity Cards Act 2006 which shows that any reference to an entry in the NIR will leave such a

footprint in the audit trail.
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which could have (and should have) been debateadh wies ID Card Bill was before Parliament
and that the ONS had identified about thirty issofethis naturé'.

A6. The basis of this analysis in this Appendix hasen published iData Protection and Privacy
Practice(July 2006 and provided to the Committee in a form whichashbeen updated and fully
cross referenced. That updating has unearthedefuriformation which has not been published.

2002 and 2004 — The public consultations deny wide of ID Card database

A7. The Consultation Document launched by DavidnReit in April 2002 posed an interesting
guestion: "As an entitlement card would need taiha@erpinned by a database of all UK residents,
an issue for consideration is whether this databheeld be a national population register ... or a

new self standing database"

A8. The answer came in the subsequent documentislaidgn on Identity Cards" (CM 6178)
published in April 2004. Under a Chapter entitled/idler issuesnot included in the draft
legislation" (my emphasis), it stated that "Theibial Identity Register and a population register
are separate but complementary proposals and éreg different purposes” but the Government
was "open to the possibility of including provisgorelating to the creation and operation of a

separate population register within the identitydsdegislation” (Paragraph 3.21).

A9. Paragraph 3.20 of CM 6178 also promised thathéu legislation would be needed to
establish a population register; it stated thathemr work would be undertaken and, that further
developments "will also include public consultatido explore the issues around public
acceptability of the proposal® so that any new i4kgion would also introduce concrete
safeguards for the public".

4 CIPPB(04)(02) "Citizen Information Project: projectefihition stage - aims and policy issues" dated rBaky 2004 on
http://www.gro.gov.uk/cip/Definition/ProjectBoardPapéndex.asp.

® "Entitlement Cards and Identity Fraud", Cm 5557,gmaph 2.40.
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Al10. In summary, the public was informed that thii® Nvas to support security matters — there
were overlaps with a population register but thesrevseparate databases requiring separate
legislation, and that access to the NIR by law exgment agencies would be strictly limiteth
relation to a population register, a further pulgansultation was promised "to explore the issues
around public acceptability of the propogal"

April 2003 - Legal advice and the CIP

All. Between the two public consultations, and mprio commencement of the Citizen
Information Project (CIP), legal advice was tak&Fir(al Report, Annex 8: Legal issue¥"This
advice stated that if the population register cioeiz limited contact details and if data sharing of
these details were to be legitimised by legislatithen such legislation was unlikely to breach
Article 8 of the Human Rights Act. The advice juddbat any "interference by a public authority”
in terms of Article 8(2) would very likely fall whin a state's "margin of appreciation”. This
conclusion effectively told Government that it adédwfully draft data sharing powers, which
permitted basic contact details about individualsbé shared across the public sector, without
consent of the citizen. The data protection elemeekated to the First and Second Principles

would also be resolved, as these cover essentiedlgame ground as Article 8.

Al2. The general benefits of the CIP database Visted in this legal advice. These were
described as: "ensuring that public bodies haverrate information about citizens"; “financial
savings to the public purse"; "a reduction of tle¢eptial for fraud"; "speedier location of citizen
records”; "reduced occasions when one citizen iHused with another”; "reduced occasions

when communications between the state and citizesent to out-of-date addresses”; "simplified

® For example paragraph 3.29 of CM 5557 states that "the Government would want to see a full debate on this point and seek views
on what safeguards there should be. For example, whether access to the database in these circumstances should be governed by a
warrant applied for on a case-by-case basis". The question posed of the public was whether law enforcement agencies should have
access to the central register "in closely prescribed circumstances" such as "national security or very serious crimes".

" Paragraph 3.20 of CM 6178 ("Legislation on Identigrds").

8 Annex 8is on http://www.gro.gov.uk/cip/DefinitioivdReportAnnexes/index.asp.
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arrangements for citizens to notify changes of nameé address"; and "improved targeting of

public services and formulation of government polic

Al3. The data items listed in the advice were: "eanncluding name history”; "addresses
including multiple addresses and address histdlggx"; "place of birth"; "date of birth" and
"unique identifier number". The advice did not cdes that the NIR would become the database
for the CIP.

Al4. This legal advice was obtained before thet fireeting of CIP in February 2004 (CIP
meetings involved staff from many Government Daparits and senior personnel from the ID
Card project were always in attendance). The adea#ained sufficient detail to stimulate a

public debate on the CIP if the Government wantexh s debate.
April 2004 - Draft ID Card Bill published

A15. Clause 1 of the draft ID Card Biidentified one expansive statutory purpose whitabéed
information recorded in the National Identity Regis(NIR) "to be disclosed to persons in cases
authorised by or under this Act". Clause 23 of tiafft Bill identified a power which allowed the
Secretary to State to authorise disclosures frarN\#R, without consent, for prescribed purposes

which were unconnected with terrorism, nationalsigg, crime, taxation, and immigration.

Al6. It is clear that these two provisions wereftéihin a sufficiently broad way to provide the
legal framework for the use and disclosure of NERadfor the public administration purposes
which was consistent with the CIP's legal advicaibied in April 2003. So if the intention was for
the NIR, established by ID Card legislation, tousmse CIP functionality, the Government was
clearly in a position to inform the public and Rament of this step. For example, during the first
half of 2004, the Home Affairs Select Committeetloé House of Commons was studying the

Government's ID Card proposal in detail.

® published in April 2004 in CM 6178.
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Al7. It can be argued that at the text of the dBdftstudied by the Committee reflected the fact

that the CIP and NIR were seen as separate. Idrdfe Bill, the general public sector purposes

were "to ensure free public services are only usethose entitled to them" and "to enable easier
and more convenient access to public service". § pasposes are more limited than the broadly
defined "the efficient and effective delivery ofiphe services" purpose found in Section 1(4)(e) of
the Identity Cards Act 2006.

March - June 2004 - CIP is separate from NIR

A18. There is further evidence which suggests W <chemes were originally seen as separate.
For example, the CIP Project DefinitiGrprepared for CIP meetings in Spring 2004 iderdifie
around thirty policy issues to resolve. These idetl "Who should run the live register?” and
"establishing trust in the organisation running plogulation register”. Another document prepared
for the CIP Project Board stated that a stand-al®opulation Register Bill was the preferred

option
A19. Other evidence also supports the view thaCilifeand NIR were seen as separate:

29 March 20042 MPs were told "The CIP, the National Identity Régjis(part of the
Government's proposals for an identity card scheand)the NHS data spine are separate
but complementary projects”. Although the answdrdated that there could be integration
"in the future" the key information given to Pamiant was they were currently

independent.

10 CIPPB(04)(02) "Citizen Information Project: projecefihition stage - aims and policy issues" dated rEaby 2004 on
http://www.gro.gov.uk/cip/Definition/ProjectBoardPapéndex.asp.

1 CIPP(04)12 — "Towards a Legal Strategy" on http://www.gro.gov.uk/cip/Definition/ProjectBoardPapers/index.asp.

12 Answer to PQ 163155, 29 March 2004.
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20 May 2004% the CIP minutes of that date recorded a generatemgent that a
discussion paper According to these minutes, dooti@&PB(04)19 provided "a clearer
view of the distinction between CIP and IDC" (ID@ehtity Card).

18 June 200%" The CIP minutes of this date recorded a Home Officéiaff involved in

the ID Card project stating that he thought "theertap between CIP and NIR more
apparent than real" because "CIP functionality doeesoverlap with the identity card core
proposition” (e.g. the NIR is not designed for 'lping change of contact details out to the
public sector" or "holding multiple addresses t@mut joined up Government”). The
minutes also reported that "Project Board membeefeped the stand-alone option for
CIP" and that the Home Office were worried aboutofse creep weighing down the

identity cards programme".

June 2004.A second round of public consultation reassuredpiligic that "The register

will not be open for general access" (CM 6178; 'iskgion on ID Cards", paragraph 2.6)
and that ™The National Identity Register and a yapon register are separate but
complementary proposals and they serve differenpgees” (paragraph 3.21). The

diagram following footnote 2 of this submission wisahe extent of CIP functionality.

Using the NIR as a population register was alwayp@ssibility — March 2004

A20. A document made available to CIP personndianch 2004°> made it clear that "The Home

Office has indicated that they are not aversectuding CIP clauses" in an ID Card Bill because it

had "already a slot in the legislative timetablefowever, there were risks of "the Population

3 Erom http://www.gro.gov.uk/cip/Definition/ProjectBodithutes/index.asp.

4 From http://lwww.gro.gov.uk/cip/Definition/ProjectBatMinutes/index.asp (Minutes confusingly posted wbitide date of 21st

15 CIPP(04)12 — "Towards a Legal Strategy" on http://www.gro.gov.uk/cip/Definition/ProjectBoardPapers/index.asp.
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Register being closely identified with the ID Cacdheme" and that separate legislation would
make it easier "to prohibit police or security a8x¢o the Register". Separate legislation would
also "limit scope-creep" and would "set the PopafaRegister clearly apart from ID Cards and
allow it to be seen as a benign tool for improvmglic service". However, the "Home Office
might consider that (separate) CIP legislatioepifitentious, put the ID Cards scheme at risk".

A21. It concluded the decision to use the NIR f@oaulation register "may become the preferred
option if the Minister makes a decision about GiRime for CIP powers to be included in the ID
Cards Bill".

10 and 16 September 2004 — CIP's population registeould be part of NIR

A22. By the end of the summer these dilemmas had besolved in favour of using the NIR as a
population register for general public administratpurposes. A letter dated 10 September ¥004
was sent from the CIP project board to the Chiafr&ary of the Treasury which stated that the
merging of CIP into the NIR would "strengthen thé&N case for ID Cards". It therefore
recommended that "the Home Secretadye asked to include improving the efficiency and
effectiveness of public services as a purpose efltlentity Card" and that "the NIR should
become the national adult population register Idegm (but only if ID Cards become

compulsory)".

A23. The letter also explained that the broad cphoé a CIP had gained acceptance with the
focus groups but when the detail of the CIP proyeete explored by these groups "concerns are
raised that whether the potential benefits coudtifiyithe cost and that this would lead to linkage

of sensitive personal information across governthent

16 Citizen Information Project: CIP progress report - 10 September 2004 on

http://www.gro.gov.uk/cip/Definition/ProjectBoardPapéndex.asp.

1 David Blunkett MP was Home Secretary till mid-December 2004, then from that date, Charles Clarke MP.
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A24. The CIP minutes of 16 September 2004 suppdhedntegration of the NIR and the CIP.
Thesestated that the "ID Card legislation presents npediments to the NIR sharing data with
other registers to support their statutory purpas@! it was recognised that "the CIP position is
now reflected within the ID Card Bill". The minutedso show that the Home Secretary would
know of the change: it stated "Home Secretary titewo cabinet colleagues in early October to
clear some changes to the IDC Bill. This will inddugreater clarity on the statutory purposes of

the scheme, including the purpose of supportingtgrepublic sector efficiency".
24 September 2004 - Privacy Impact Assessment cetag|

A25. A preliminary Privacy Impact Assessment (PIA) the CIP was finalised in September
2004 (published in "Final Report, Annex 8: Legaliss"}® and succinctly identified the benefits

of the CIP project as they were known at this daeeause of the merger of the CIP into the NIR,
these benefits also applied to the ID Card schéihe. Assessment split the benefits of the CIP
into three groups:

Benefits to the individuat "only have to notify one government departmera change of

address" and "once the citizen has changed coulatetils to one department, their
responsibility to notify other departments is rglisshed”; an up to date register will "allow
citizens to receive personalised and targeted camuations”; and improved services "as

it is easier for the service provider to find tiled".

Benefits to the tax payer and society"contact details up to date"; facilitate "interne
services"; cost savings through better "tracingviddals”, "reducing fraud"; "ensures
every individual fulfils their obligations to theommunity” (whatever this means!);

improvements in data sharing.

18 Annex 8is on http://www.gro.gov.uk/cip/DefinifieinalReportAnnexes/index.asp.
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Benefits to government:keeping contact details up to date; less wastesiurces when

tracing individuals; snapshots of population movetsgtargeted mailshots to citizens;
better statistical analysis; provides a biograghioatprint (because there is a record of
those public bodies which use the address in déliyeservices to the individual); and

savings as appointments always have up-to-datddeta

A26. Given the Home Affair Select Committee's iesdrin the concept of a Privacy Impact
Assessment, it is noted that the senior civil senfeom the ID Card project is recorded in the

minutes® as expressing interest in the PIA for the CIP[sutation register.
End of September 2004 - a status summary

A27. By the end of September, in relation to the okthe NIR for "the purpose of securing the

efficient and effective delivery of public servitethe evidence suggested:

the CIP and NIR were intended to be fully integidatand CIP functionality was to be
implemented by the powers Ministers were seekingeurthe ID Card Bill which was

before Parliament;
Ministers decided to use the ID Cards Bill to immpént the integration of CIP and NAR

that consent of the individual would not be neetteggermit data sharing to achieve CIP
benefits (legal advice; April 2003);

both public consultations on the ID Card had ressbkthe public that there would not be
general access to NIR and that there would be anattund of consultation about a

population register;

1® The minutes of 25th November 2005.

0 see CIPPB(04)12 — reference 53.

Evidence from the Editor of Data Protection & Privacy Practice 12



Appendix to evidence to the House of Lords ConstitntiCommittee: Session 2008-2009

the purposes associated with the CIP which welgetmtegrated into the NIR were well

defined and detailed; and

in order to merge the CIP with the NIRje ID Card had to be compulsory and
Ministers knew this. (Note: this emphasis is given because | have beahle to fincany
Ministerial statement which explained the need docompulsory ID Card in terms of

implementing CIP functionality).
October 2004 - Government replies to the Home ABaCommittee ID Card Report

A28. However, in its official response, MPs on tHheme Affairs Committee were told that the
Government) was "no longer actively exploring plemslevelop a separate population register but
rather will be exploring options to improve the lityaand effectiveness of existing registérs"
As the NIR isnot anexisting register, this statement cannot refer the NIR Winad not yet been
created.

A29. The Government also told the Committee inoftcial response that it believed that "the
NIR has the longer term potential to fulfl some tbe functions envisaged for the national
population register". This statement with its refeze to "potential” is difficult to reconcile with
the definite position as recorded in the minut&eaa month earlier (16th September 2004) which
stated that "ID Card legislation presents no impeits to the NIR sharing data with other
registers to support their statutory purpose” dvad fthe CIP position is now reflected within the
ID Card Bill".

A30. The Government's reply did not go into detmsl to the nature of these "longer term"
functions, even though these were set out in tgalladvice of April 2003 and in the Privacy
Impact Assessment of September 2004. Nor did theedment reveal that the legal advice stated

that consent of ID card-holders was not needectmp sharing of contact details to achieve CIP

L paragraph 44 of CM 6359.
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functionality. Also absent in the Government's yeplas any explanation that powers in the
proposed ID Card legislation were broad enough dgitimise data sharing of a general

administration purpose.

A31l. It is interesting to note that RecommendaB8nof the Committee's Report had stated that
"The Government must be clear and open about theessinvolved and enable informed
parliamentary and public scrutiny of any decisionhe Government's response to this

recommendation was unequivocal: "The Governmergesgthis is an important issue”.
28 October 2004 (Col 53WS - First written staterhabout the CIP)

A32. The Government informed Parliament of a "fedisy study” which found that a "UK
population register has the potential to generfiteiency benefits" and that "if ID Cards were to
become compulsory, it may be more cost effectiveldliver these benefits (efficiency savings)
through the NIR". The statement also does not cetiee status of the project as described in
September 2004 (e.g. "the CIP position is now c&di@ within the ID Card Bill") and is very low
key. Its use of words such as "feasibility”, "pdta¥, "if" and "may" makes the statement less

definite than the decisions whitlad been taken.

A33. There was a promise of a further statemeset diine 2005 when a "second stage of project
definition" was completed. This also reinforces ithea that matters have not yet been determined.

29 November 2004 - Regulatory Impact Assessmentighieéd

A34. Home Office Minister, Des Browne MP, signedRagulatory ImpaciAssessment (RIA)
which was produced to provide Parliament with detahich related to the impact of the ID Card
Bill. The section of the RIA dealing with "more efent and effective delivery of public

services® described the use of the ID Card to achieve savihglid not refer to the fact that far

= Paragraphs 64-72 of the Assessment.
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more efficiency savings were to be realised byisgahe personal data in the NIR. The RIA did
not reflect the CIP minutes of 16 September 2@®dch noted that "the CIP position is now
reflected within the ID Card Bill". The RIA did natven illustrate the range of benefits to
individuals, government and society which were gt in the Privacy Impact Assessment
(dated September 2004) or identified in the legaiae (April 2003).

A35. Similarly, paragraph 26 of the RIA (dealingthvionger term benefits) did not mention the
decision to use of the NIR for public administratias described in earlier CIP minutes. It
tentatively suggested that the National IdentitygiRation Number "should the card scheme
become compulsory” could "provide the means to nrakee fundamental improvements in the
delivery of Government services" but that this stegs "not part of the immediate business
justification of the scheme". In addition, "the @ards scheme could provide a basis for people to
notify changes of personal details such as addoedg,once"”, but this is "not currently costed as
part of the functions of the Identity Cards schen{dbtte: In the letter dated 10th September 2004,
the Home Secretary was told that the merging of iGté the NIR would "strengthen the VFM
case for ID Cards"; if one assumes that this stateéns based on factual analysis, it is difficolt t

imagine that some cost estimates did not exist).

9th March 2005 — Publication of Constitution Comntate's First Report

A36. The Report makes no reference to the publniidtration purpose and this is presumably
because Committee Members were unaware of theioesithat had been taken. However, one
passage of the Report lays emphasis on the rdleedDNS and the Census Act. It is possible that
since the ONS were responsible for the idea of @uladion register, that the Committee would
have strengthened the argument for an independegistrar (modelled on the Census

arrangements) - and that the NIR should not benh@econtrol of the Secretary of State.

March 18 - April 2005 CIP benefits form fifth of IDCard business case

A37. The CIP minutes of 18 March 2005 identifiedibstantial CIP related benefits (address
sharing benefits) within HO ID Cards outline busis&ase, amounting to around one fifth of the

total". Progress had been such that there was @ hmhased reduction of the CIP team”. The
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Home Office representative stated that she "was @blre-assure the board that there were no
anticipated issues with the Identity Cards Billtbe efficiency and effectiveness clause that is

relevant to CIP".

A38. In addition, the CIP role was being augmentgad the e-government agenda. The
representative from the Treasury stated "Workinthwhe Identity Cards programme to establish
how Identity Cards could be used to help meet eegowent needs" for example "Scoping the
issues of e-authentication with service owners @mhief Executives” and "Development of a
strategic approach to identity in government incigda review of business processes and
provision of a risk management framework for e-gendelivery in a business sense". The Crosby

Review (expected in the summer) could further wittenuse of the NIR.

A39. The decision to have wider use of the NIR watime to have been captured by Labour's
manifesto for the 2005 General Election - especiall 20% of the ID Card's business case was
being justified on CIP's functionality. Labour's Mi@sto itself stated that ID Cards would be
established to assist the authorities in purposasnexted with crime, terrorism, illegal
employment and immigration. There was no mentiothefpublic administration purpose or data
sharing of contact details based on the NIR, o tgistration on the NIR had to be compulsory
(with the implication that the ID Card had to bemguulsory) to achieve 20% of the benefits of the

ID Card scheme.

A40. The CIP minutes of 15 April 2008ated that "up to 30 tactical data sharing opmities

(for the NIR) have been identified". These 30 dataring opportunities have not yet been made
public (unlike the 17 benefits which were identifisn September 2004 but only made public in
April 2006).

25 May 2005 - Updated Regulatory Impact Assessnperiiished

A41. After the General Election, on May 25, the@ard Bill was re-introduced into Parliament;
the Bill specified the “the purpose of securing #fécient and effective provision of public
services” and provided wide ranging disclosure psw@ line with the legal advice of April
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2003). Home Office Minister (Andy McNulty MP) sigthean "updated version" of the Bill's

Regulatory ImpacAssessment (RIA) to inform subsequent Parliamerdabate on the Bill.

A42. The section on "more efficient and effectivaivery of public services" was almost identical
with the RIA published 29 November 2004. Althoudie tRIA was promoted as "an updated
version" it still did not reflect the use of theRto achieve the functionality described in the CIP
minutes and background papers (e.g. minutes of éptegber 2004) and the "30 tactical data
sharing opportunities” which had been identifiedApril 2005 were not mentioned in the RIA. It
is also curious that an RIA, which contains maigyrfes which relate to the ID Card, did not state
that 20% of the ID Card's business case dependdtieomerger of CIP into the NIR, or that
compulsory entry of contact personal data into BB would be needed to implement CIP

functionality.

24 June 2005 - Final meeting of the CIP projectvidence from the minutes

A43. The final CIP minutes of 24 June 2005 showed tontact details from the NIR would be
widely shared (upload and download) and that thenél®ffice had assumed responsibility for

implementing CIP functionality. The minutes statiedt the Home Office would have:

"the responsibility for delivering an adult popudet register that enables basic contact
data held on NIR to be downloaded to other puldsiar stakeholders” (The "Treasury
and Cabinet Office should ensure that NIR deliv&iR functionality as planned");

"the responsibility for ensuring from around 202&sic contact data held by
stakeholders can be up-loaded to the NIR";

to "design the take-up profile of the NIR to be Isdbat population statistics can be
realised for the 2021 census".

A44. The CIP's final report which was preparedha time (but not published until the ID Card
Act 2006 had received Royal Assent) stated thabreary legislation (which is in the ID Card

Bill) will allow "public services to be provided i NIR data without the need to obtain specific
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citizen consent®. The CIP final report also provided examples ofvH9IR data could be used
(which presumably are a sub-set of the "30 tactilzdh sharing opportunities” identified on 15
April 2005).

A45. The opportunities identified in the Reportluded:

"DWP targeting the 300,000 eligible citizens natreatly claiming pensions”
Taxation authorities "contacting employees requicedomplete self assessment”
Managing passport application peaks by gettingornets to apply early

"DfES tracing children at risk via their guardiaaddresses

"Local councils collecting debt from citizens whave moved to another authority”
"NHS targeting specific citizen groups for scregnoampaigns”, and

"reducing the overall administrative burden on beesl people".

A46. As the ID Card Bill was commencing its Commdtistage in Parliament, there was no barrier

to allowing debate to include the new responsibgiof the Home Office as described above.

A47. On 13 June 2005, the Parliamentary Researplariaent of the House of Commons Library
published its 58 page research document into th€did Bill. These research documents were
produced to inform MPs impartially about the issuess with the RIA, this research document
into ID Cards did not contain details of the demisto merge the CIP into NIR functionality as

described above.

30 June 2005 - CIP staff wants Parliament to beanfned

A48. A draft list of recommendations were prepabgdcivil servants for the CIP Project Board
("Submission to Ministers - draff to consider to send to ministers; the list showreat CIP

officials were very aware of the privacy and casibnal issues.

= page 17 of the Final Report

24 CIPPB(05)45 dated 21 June 2005.
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A49. Paragraph 2 of the draft recommendations heé@hgent - Home Office believe there would

be advantages in making an announcement beforéamarit rises on 21st July so that the
Government's intention to use the ID Cards registehis way is confirmed while the ID Cards

Bill is still being debated". The reason for théseixplained in paragraph 17: "Home Office believe
there would be advantages in making an announcebefate Parliament rises on 21st July" as
"that would confirm the Government's intention seuhe ID Cards register in this way while the
ID Cards Bill is still being debated and so avoidhsequent criticism, say from the Information

Commissioner, that the ID Cards register is suligtftinction creep' "

13 July 2005 - Ministers left to decide about infomg Parliament

A50. The Project Board sent different recommendatiim Ministers ("Submissions to Ministers")
and the explicit 30 June text mentioned above wappkd in favour of a simple statement: "it is
in the public domain that CIP is due to report tmisters this summer but no date has been given
for a Ministerial response". However, a draft lefteepared for Chief Secretary of the Treasury to
distribute to Cabinet colleagues sought responges $eptember 2005 as "l intend to make an

announcement after Parliament returns” (in Oct@bés).

A51. A draft "Written Ministerial Statement" to Blament was included as Annex B of this
package. This contained sufficient detail to stimellan informed debate about the merger of the
CIP with the NIR if the statement was issued. lnelient, no statement was made to Parliament in
October 2005; however the draft Statement delivémednnex B is not significantly different
from the Statement which eventually appeared il\8l 2006 after the ID Card Bill had become

law.

A52. The Chief Secretary of the Treasury at thsetwas Des Browne MP who had also signed
the Regulatory Impact Assessment on 29 Novembed,2008ich related to an earlier version of
the ID Card Bill. It is not known whether his dé¢al knowledge of the ID Card scheme played an
influential part in the decision not to inform Ranhent.

19 July 2005 —ID Card Bill Committee stage (Commns
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A53. In Committee, the Home Office Minister avoidederence to the fact that powers in the Bill
were needed to ensure integration of CIP's wida dharing functionality into the NIR (e.g. as
identified by 24 September 2004). Instead, explanatwere provided in narrow terms; for
example "In fraud investigations it would be seflesidrom its point of view, for it (a local
authority benefits inspectorate) to have accesthaoregister" or that "The fire and ambulance
services could also be beneficiaries of access whgfying identity against the register following

a major accident®.

20 Jul 2005 : Response to written question, coludifB3W

A54. The following written question illuminates whaas to be the "obscure or deny line" adopted
by Government with respect to its comments on the of the NIR for public administration
purposes (until after the ID Cards Act received &@ssent in March 2006).

Harry Cohen: To ask the Secretary of State for the Home Depant if he will introduce an
amendment to modify the Identity Card Bill so tipersonal information from the national
register associated with the identity card canmdtused by any public authority for the
purpose of the efficient and effective deliverypmiblic services without the consent of the
identity card holder; and if he will make a statemn§¢13169]

Andy Burnham: The Government will not introduce such an amenamehe Bill as drafted
only allows information to be used without a pefsaonsent by specified public authorities
named on the face of the Bill, or others subsedyeapproved by Parliament. These
arrangements will be subject to independent ovetsig

5 and 18 October 2005 (Third Reading debate)

A55. There were two further Parliamentary oppotiasifor Ministers to refer to the decision to
use the NIR as a basis for the CIP functionality.330ctobe?®, MPs were told thatDirect access

= 19 July, 9th sitting morning, Column 363 (Standing Committee Hansard).

% Hansard, 5 October 2005, Column 2845W.
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to information held on the National Identity Regisby anyone outside those responsible for
administering the scheme will not be possible, aalyuests for information can be made by third
parties. In the vast majority of cases, verificatiof information on the Register will only be
possible with the person's consent". During thed' Reading debate on the Bill, on 18 October,
the Home Secretaf{y(Charles Clarke) reinforced this message in thasdamf Commons: "What
the Bill allows is for information to be providedofn the register either with the consent of the
individual or without that consent in strictly lited circumstances in accordance with the law of
the land".

A56. It is a challenge to reconcile these two statets, and the answer to Mr Cohen's PQ, with
the letter sent to the Home Secretary in Septer2bérd or the 24 June 2005 minutes which
envisaged thatyithout the need for consent of the individual concerribdsic contact data held

on NIR to be downloaded to other public sector eftakders” or for "basic contact data held by

stakeholders can be up-loaded to the NIR".
24 October 2005 — Publication of Constitution Conttee's Second Report

A57. This Report essentially repeats the First Repat includes an exchange of correspondence

in July 2005 with the Minister. In that corresponde, Baroness Scotland states:

"Government departments or public authorities maypiovided with information from the
Register without consent but only if prescribedagulations approved by Parliament. So it
will always be clear which organisations can bevigled with data in this way. The Bill
also allows regulations to set rules as to howrmédion can be provided in these
circumstances, again this will be an open, traresggrocess."

A58. It is difficult to see how the above tentativext conveys the intend of Government or the

firm decisions thabad beentaken (e.g. as illustrated in the minutes of the finaating of the

CIP since September 2004). For example, the pahgnat clearly represent the fact that "the

responsibility for delivering an adult populatioegrster that enables basic contact data held on

2 Hansard, October 2005 (Column 799).
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NIR to be downloaded to other public sector stalddrs” (without consenthad been

incorporated into Government plans for the ID Csoldeme.
24 October 2005 - Joint Committee on Human Rights

A59. The Joint Committee on Human Rights (JCHR)lighbd a report which questioned the
access to NIR data via wide ranging powers in eChrd legislatioff. It reported that "We
consider however that there remains a risk thatralber of provisions of the Bill could result in
disclosure of information in a way that dispropamttely interferes with private life in violatiori o
Article 8". These comments reflect Recommendati@rob6the Home Affairs Select Committee
Report into Identity Cards which stated that "ltuisacceptable that basic questions about the

degree of access to the NIR should be left to stgriegislation”.

A60. Both these comments were targeted at the &fndisclosures that were the subject of the
legal advice dated April 2003 and were eventualiplighed in April 2006. It is curious that
although the Government saw no problem in publghims legal advice in April 2006, the advice
was not made available to inform the JCHR's scyutinthe ID Card Bill in October 2005 - some

six months earlier (or indeed the Home Affairs Se@ommittee).
9 November 2005 - The Delegated Powers and RegufdReform Committee

A61. The House of Lords Delegated Powers and Regyla&Reform Committee, in its Fifth
Report® on the Identity Cards Bill, followed other Selé@mmittees and expressed concern at
the wide ranging powers in the Bill. In their evide to the Committé® Ministers did not
explain the need for these powers so that the NIR mossess CIP data sharing functionality.

28 Joint Committee On Human Rights (First Report),ieact, session 2005-2006.

2 3ession 2005-2006, November 10th.

% Appendix 1 of the above report.
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Instead they explained that these wide data shapimgers were needed to cope with the

exceptional or obscure emergency situation:

104..."The more obvious recipients of information nfrathe Register are dealt with
explicitly in the preceding clauses, but it is nefgd as essential to have a reserve power to
use in the public interest if it should be necegsBor example, it is conceivable that the
power could be used to specify public authoritiest tare not Government departments
such as the emergency services or local authofdrespecified purposes".

A62. Note the use of the phrase "it is conceivabli&l more reaching decisions had been already

been conceived months earlier (e.g. see 24 Jur®).200

16 Jan 2006, Lords Committee Stage - no explanaid CIP functionality

A63. Baroness Anelay of St Johns successfully mare@amendment which replaced the words
"securing the efficient and effective provision pdiblic services" with "preventing illegal or
fraudulent access to public services". This amemimemoved the legal basis for the integration
of CIP with the NIR (e.g. as decided in Septeml&$4.

A64. In her attempt to defeat the amendment in ltheds, the Minister did not take the
opportunity to expound the virtues of data shaongxplain that 20% of the business case for the
ID Card depended on the merger of the CIP with NiRtead, the Minister explained the phrase
"securing the efficient and effective provisionmfblic services" in terms of these of the Card
whereas in practice, most of the efficiency gaighe CIP will depend on theuse of the
database

"We should not limit the use of identity cards &lfing to deliver better public services. It
is not just a question of combating fraudulent efspublic services; it is also about helping
to transform those services. We believe that thelipuill want the introduction of
identity cards to be used as a way of helping puddirvices to deliver quicker and better
services. Why should we have to keep filling infefiént forms with details of our name
and address? If production of an identity card wbeeking access to a public service can
confirm our identity quickly and easily, surely wgbould be aiming to provide that. If
producing an identity card enables address ddtaibe confirmed, that will help both the
public service and the applicant for that servidé'.Jan 2006: Column 478)
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A65. The amendment was overturned by the Houseoair@ons (13 February 2006). There was
no Commons debate on the matter because of a tquellmotion, used by the Government,
limited debate on Lords' Amendments. This fact @Jom itself, raises important issues of

Parliamentary scrutiny.

March 2006 - a game of Parliamentary ping-pong

A66. The House of Lords and Commons disagreed theeinterpretation of Labour's manifesto
which promised "We will introduce ID cards, incladi biometric data like fingerprints, backed up
by a national register and rolling out initially anvoluntary basis as people renew their passports”
The House of Lords said that this meant that pesipteild be able to choose whether to obtain an
ID Card with the passport; the Government said #sapeople volunteered to get a passport, that
the ID Card could be issued to passport applicarits.result was a dispute and the ID Cards Bill
ping-ponged five times between both Houses of &adnt.

A67. Eventually, a compromise was proposed by lAnmistrong, where individuals did not have
to have an ID Card if they applied for a passpefbte 2010, but their details would be entered
into the NIR. Accepting the amendment, the Home&acy told Parliament: "Lord Armstrong's
amendment preserves the integrity of the natiateitity register. It ensures that the details bf al
applicants for designated documents will still mteeed on it. That will mean that they will be
afforded the protection that that will provide fradentity theft. It will also provide the wider
benefits to society by ensuring that attempts bypfeeto establish multiple identities are more
easily detected™

A68. The minutes of April 2005 stated that the @iffned one-fifth of ID Card's business case so
long as entry of citizen details into the NIR isqmulsory. This had been known for almost a year
- however, this reason was not proffered by the el@acretary in his explanation for accepting

Lord Armstrong's amendment.

3 Hansard, 29 Mar 2006: Column 1000.
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18 April 2006 — Government announced NIR and CIP rger

A69. At the end of March 2006, thB Card Bill gained Royal Assent without the mergérthe

NIR and CIP projects being raised. On 18 Apridn announcement was made to Parliament by
means of a written statement which explained that €IP project had wound up. The April
statement is not significantly different from theaf sent by the CIP Board on 13 July 2005 -
some nine months earlier. There was a comprehedsesure of CIP documents on its website

which explained in detail the new functionalitytbé NIR.

15 May 2006 - Prime Minister promotes "identity magement"

A70. In an open letter, Tony Blair promoted the @ggread public administration use of the NIR
database. He told Home Secretary John Régighth, | am keen to maximise the benefits of ID
management (i.e. all transactions where a dedberadf identity is required), including the
introduction of ID cards by 2009. The full rangeaativity relating to identity management needs
to be co-ordinated across government to maximiseefiie to the citizen. | would like you to
identify a Minister to focus closely on this ane thgenda across Whitehall”. Identity management

also includes the e-government agenda.

A71. The minutes of this project also shows tharehare early links to the use of the NIR in

relation to the Government's policy of Identity Maement. Transformational Government and e-
Gouv initiatives (e.g. see the minutes of the Cl&jgmt around March and April 2005). The Crosby

Review could add to the use of the NIR in this eg$p

32 Hansard, 53WsS, 18th April 2006.
33 http://www.pm.gov.uk/output/Page9461.asp.
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October 2006 — national identity management confsmse of NIR on the lines of the CIP

A72. The term "national identity management” isngeised by Government to include the wider
use of the NIR (e.g. to include a population regisis envisaged in the Citizen's Information
Project (CIP)). This can be shown by referencéaéogovernment’s firstSection 37 reporton the
likely costs of the UK Identity Cards Scheme (psibéid in October 2006). Page 7&8 of this report
on ID Card costs (at bottom) reads:

"Firstly, it (use of the NIR as a population regi3twould allow organisations to be more
proactive - people could be contacted before tpagsport needs to be renewed; when
employees need to fill out self assessment taxngtuargeting 300,000 citizens who are
not claiming state pensions or those in particalge ranges who are eligible for health
screening; allowing authorities to collect debtnfr@itizens who have moved to another
area; and reducing the overall administrative bumie bereaved people”

A73. This paragraph published October 2006 can be compared with the list published on the
first page of the Citizen Information Project'sdineport given to Ministers June 2005* The

opportunities of wider use of the NIR for CIP puspe were listed as including:

Managing passport application peaks by gettingorusts to apply early

Taxation authorities "contacting employees requicedomplete self assessment”
"DWP targeting the 300,000 eligible citizens notreatly claiming pensions”
"Local councils collecting debt from citizens whave moved to another authority”

"reducing the overall administrative burden on beesl people".

March 2007 —NIR to be used as a population register

A74. According to Home Office Ministefs as "the National ldentity Register is intended
eventually to contain up-to-date identity infornaattifor all United Kingdom residents aged 16 and

over. This will include name, age, address, natiphand biometric information, such as

3 See 24 June 2005 timeline entry "Final meetindhefQ@IP project"”.

35 Answer to Mr Hoban's PQ 127212, 13th March 20.
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photograph and fingerprints. The National IdenR&ggister will then be able to serve as a United

Kingdom adult population register".

A75. It is interesting to note that one of the brig Government consultatiofisstated that
legislation would be needed to establish a poprategister and that "this stage will also include
public consultation to explore the issues aroundlipuacceptability of the proposal’. This
promised public consultation has yet to occur dnd $ubject has, as far as | can assess, could
have and should have formed part of Parliamentigiag of the ID Card Act 2006.

36 | egislation on Identity Cards: A consultation”, pgraph 3.20 (CM 6178b
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